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INTRODUCTION

This Document covers basic installation and setup of the nShield Connect and Security World
Client configuration. For more detailed instructions please refer to the nShield Connect User
Guide.

Note:
nCipher is now Entrust Data Protection Solutions.

This document is an addendum to the Entrust nShield User Guides.
nShield, nShield Connect are synonymous with the Entrust nShield.

Note: The enquiry mode output of Module #1 and Module #2 should be operational, and the
reply flags should be none before proceeding.
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SYSTEM ARCHITECTURE
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REFERENCES

The following documents from Entrust should be referenced when using this addendum:
¢ nShield Connect User Guide
e nShield User Guide

All documentation is available to licensed Entrust nShield customers and is available
electronically in PDF form from Entrust.
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INSTALLATION PROCEDURE

The following procedures should be followed for the standard installation steps. For any support
when executing these steps please contact Entrust nShield Customer Support.

STEP 1: What you need

Ensure that:
* The nShield Connect is safely and securely installed.
» The main cables and ethernet cable are securely fitted.
» The nShield Connect powers up successfully when you turn on the power supply.

Step 2: Installing the software

After installing the nShield, you must install the Security World Software on the client computer
and the computer designated as your remote file system (RFS). For more information, see the
nShield Connect User Guide.

Step 3: Basic software setup (Basic configuration of the nShield Connect)

This section describes how to set up the nShield for the first time using the default configuration
file

Note 1: The following procedures assume that you have added the path %NFAST_HOME%\bin
(Windows) system variable.

Note 2: Use Appendix-A (RFS) to Install the Security World Client on a Linux Environment. All
other configuration pertaining to nShield Connect and client will remain the same as below.

To complete a basic configuration of the nShield Connect:

1. Install the Security World Software on the RFS and client machines.
Note: Local Administrator privileges are needed on each machine.

2. Configure the Ethernet interface #1

» From the front panel, select: (1-1-1-1-1-1) System > System Configuration > Network
Config > Set up Interface #1 > Configure #1 IPv4 > IPv4 enable/disable > Finish

» Set up IPv4 Static Address: (1-1-1-1-1-2) System > System Configuration > Network
Config > Set up Interface #1 > Configure #1 IPv4 > Static IPv4 address > Enter IPv4 Address

> Enter the subnet mask > Select Next > Select Finish > Select Continue
o Note: Do not use the same subnet if both interfaces are used.

» Then Reboot the nShield (1-6-2) System > Shutdown/Reboot > Reboot > Confirm
» Set the network location of the nShield by entering the default gateway (from
menu 1-1-1-3-1).
o System > System configuration > Network config > Set default gateway > IPv4
Gateway > Enter IPv4 Gateway > Select Next > Select Finish > Select Continue.

3. Configure the RFS:

» Retrieve the ESN and keyhash of the nShield by running the following command:
anonkneti <nShield Connect IP>

7
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The ESN and keyhash are used in the command described in the next step.

» Create the directory structure on the RFS by running the following command:
rfs-setup --force <nShield Connect IP> <nShield Connect ESN><nShield Connect KNETI
HASH>

:\Program Files (x86)\nCipher\nfast\bin>anonkneti.exe 169.254.69.175
B704-03E0-D947 2cfcd629d9259claa8eca59611618b3852da38ac

:\Program Files (x86)\nCipher\nfast\bin>rfs-setup 169.254.69.175 8704-03E0-D947 2cfcd629d9259claa8eca59611618b3852da38ac
\dding read-only remote_file_system entries

nsuring the directory C:\ProgramData\nCipher\Key Management Data\local exists

\dding new writable remote_file_system entries

directory C:\ProgramData\nCipher\Key Management Data\hsm-8704-03E0-D947 exists

directory C:\ProgramData\nCipher\Feature Certificates exists

directory C:\ProgramData\nCipher\Key Management Data\hsm-8704-03E0-D947\features exists
nsuring the directory C:\ProgramData\nCipher\Key Management Data\hsm-8704-03E0-D947\config exists
nsuring the directory C:\ProgramData\nCipher\Log Files\hsm-8704-03E0-D947 exists
Faving the new config file and configuring the hardserver

4. Configure the nShield to use the RFS (from menu 1-1-3-1): Select Define IPv4 RFS > Enter
IP address of the RFS machine > leave port number as the default, 9004 > Select Continue > Select
Finish.

5. You can allow a configuration to be pushed automatically from the RFS to the nShield,
or you can fetch the updated configuration manually from the nShield. The auto push
feature allows future nShield configuration to be performed remotely (that is, without
access to the front panel of the nShield).

If you are planning to use Remote Administration, you should enable auto push on the
nShield Connect, once you have configured the RFS (from menu 1-1-6-2-1):

1-1-6
Network config
Hardserver config
Remote file system
Client config
Resilience config
Config file options
v
Select Config File Options > Auto push mode > Set Auto Push to IPv4 > Confirm > Continue
» (1-1-4-6-2-2) Select IPv4 Push address > enter the IP address of the RFS > Select Confirm >

Continue.

> Add RFS as a client (from menu 1-1-4-1) Select System > Select System

Configuration > Client Config > Select New IPv4 client > Enter the RFS IP address > Select
Next.

1-1
» System configuration

1
» System
HSM
Security World mgmt
payShield
CodeSafe

System information
Login settings
Upgrade system
Factory state
Shutdown/Reboot

6. Configure log file storage (from menu 1-1-7) by selecting one of the following options:

» Append: stores the files on the nShield and RFS.
» Log: stores the files on the nShield only.
o We recommend selecting Append because if you select Log you can
only view the log file from the nShield Connect front panel. Moreover, the

log file stored on the nShield is cleared every time it is powered down
o Select Append > Select Finish > Set time between each append to 1 min > Select
Finish > Select Continue

7. Set the time and date on the nShield as UTC (from menu 1-1-8) and then reboot.
» Enter current UTC date > Select Next > Enter current UTC time > Select Finish > Select
Reboot Now

Step 4: Interfacing the nShield with a client

A Security World client is a machine using the nShield for cryptography.
8
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To configure the nShield and client:
1. Configure the nShield to accept requests from the client machine:

>  (from menu 1-1-4-1) Select System > Select System Configuration > Client Config >
Select New IPv4 client > Enter the remote client IP address > Select Next.
» If you want a privileged connection to the client > select Priv. on any port.
o Unprivileged Privileged - connections are never allowed.
o Priv. on low ports - Privileged connections are allowed only from ports
numbered
less than 1024. These ports are reserved for use by root on
Unix-based systems.
o Priv. on any ports - Privileged connections are allowed on all ports.
» If your client does not have an nToken that you want to use > select No for nToken
> Select Next > Select Continue.

2. Configure the client to forward cryptographic requests to the nShield Connect:

» Retrieve the ESN and keyhash of the nShield by running the following command:

anonkneti <nShield Connect IP>
The ESN and keyhash are used in the command described in the next step.
» Run the following commands:

If you are enrolling the client without an nToken:
nethsmenroll [Options] -p <nShield Connect IP> <nShield Connect ESN> <nShield Connect
KNETI HASH>

C:\Program Files (x86)\nCipher\nfast\bin>anonkneti.exe 169.254.69.175
8704-03E0-D947 ffbe@ad463f59912c284fa9bf57b3aablo6b242e

C:\Program Files (x86)\nCipher\nfast\bin>rfs-setup.exe 169.254.69.175 8704-03E0-D947 ffbe®ad463f59912c284fa9bf57b3aablo6b242e
Adding read-only remote_file_ system entries

Ensuring the directory C:\ProgramData\nCipher\Key Management Data\local exists

IAdding new writable remote_file_system entries

Ensuring the directory C:\ProgramData\nCipher\Key Management Data\hsm-8704-03EQ-D947 exists

Ensuring the directory C:\ProgramData\nCipher\Feature Certificates exists

Ensuring the directory C:\ProgramData\nCipher\Key Management Data\hsm-8704-03E@-D947\features exists
Ensuring the directory C:\ProgramData\nCipher\Key Management Data\hsm-8704-03EQ-D947\config exists
Ensuring the directory C:\ProgramData\nCipher\Log Files\hsm-8704-03EQ-D947 exists

Saving the new config file and configuring the hardserver

Done

C:\Program Files (x86)\nCipher\nfast\bin>nethsmenroll.exe -p 169.254.69.175
Remote module returned ESN: 8704-03E0Q-D947
HKNETI: ffbe@ad463f59912c284fad9bf57b3aabl06b242e
Is the above correct? (yes/no): yes
OK configuring hardserver's nethsm imports

3. Configure the TCP sockets on the client for Java applications (for example, KeySafe) by

running the command:
config-serverstartup -s -p

4. Stop and restart the hardserver:

On Windows: Run the commands:
net stop "nfast server” (wait 30 seconds after command)
net start "nfast server” (wait 30 seconds after command)
5. Test the completed installation by running the command:
enquiry
See Enquiry utility for an example of the output that the enquiry utility generates.



S ENCRYPTION
s CONSULTING

Step 5:

Using a Security World

Before creating the nShield Security World, Open the cardlist file present at the following
location and Enter the Admin card serial numbers.

Step1 : C:\ProgramData\nCipher\Key Management Data\config\cardlist
Step2: Add the ACS card serial numbers in cardlist file as shown in screen shot below

HHHHHHHHEHFHHH

|cardlist - Notepad

File Edit Format View Help

This is the cardlist file, which contains the serial numbers of any
Remote Administration Ready Smartcards that a system administrator
has permitted to be used. These serial numbers are printed on the
face of the smartcards
Examples of valid 16 digit serial numbers:

XXXXXXXX - XXXXXXXX

XXXXXOXXXXXXXXXX

XXXX = XXXX = XXXX = XXXX
To permit any cards presented to be used:

%

The default configuration file has no cards listed, this means
that all cards will be rejected by default.

5268047570068542
5268047570068543
5268047570068544

» Then clear the nShield for the changes to take effect by inputting the command nopclearfail —clear --all

To create or load a Security World from Front panel

1.

Create a new Security World (from menu 3-2-1)

System
HSM
» Security World mgmt
payShield
CodeSafe

3-2
Display World info
Module initialization
RFS operations
Admin operations
Cardset operations
Card operations

v

3-2-1

» New Security World
Load Security World
Erase Security World

New Security World

Admin cardset quorum:
o/ O

Specify all gquorums?
¥es
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Options for quorum

New Security World

Admin cardset quorum:
2/ 3

Specify all quorums?
Yes

PIN recovery quorum

» Require 1 of 3
Require 2 of 3
Disable PIN recovery

New Security World

Select security world
module key type:

Key recovery quorum

» Require 1 of 3
Require 2 of 3
Disable recovery

New Security World

Do you want your world
to run in FIPS 140-2
level 3 compatability
mode (does not improve
security)? No

Module prog. quorum

» Require 1 of 3
Require 2 of 3

SEE debugging quorum

NVRAM access quorum RTC access quorum

» Require 1 of 3
Require 2 of 3
Authorise with KNSO
SEE debugging for all

» Require 1 of 3
Require 2 of 3
Authorise with KNSO

» Require 1 of 3
Require 2 of 3
Authorise with KNSO

FTO quorum New Security World

» Require 1 of 3
Require 2 of 3
Authorise with KNSO

Do you want to make
module 1 a valid
target for remote
shares?

Yes

Create Security World: THALES

3 required.
Module #1: 0 written.

S1t0 empty.

Insert blank card

ACS quorum

Note: If you create a new Security World, you need a blank set of cards. If you load an
existing Security World, you need an existing ACS.

2. Load a new Security World (from menu 3-2-1). Before a Security World can be loaded
onto an nShield Connect you must ensure:

the nShield Connect is configured correctly with RFS

the RFS must have relevant Security World files in kmdata/local

A quorum of Administrator cards will be requested

Upon (re)loading Security World the option to configure with remote-share

certificate is presented. (i.e) Use with Remote Operator.

VV VY

11



S ENCRYPTION
s CONSULTING

3-2
Display World info
» Module initialization
RFS operations

System

HSM

Security World mgmt
payshield

Codesafe

Admin operations
Cardset operations
Card operations

THALES

nShield
Security World Card

New Security World
Load Security World
Erase Security World 3 §

Z6L¥901£650098ZF

ACS quorum

12
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APPENDIX A

Install RFS Security World Software 12.60.7 on Linux

1. Extract files:

- Change directory to “/”
- Un-tar the required components from CD:

- Step 1 : Extract “SecWorld-linux64-user-12.60.7.1ISO” to folder say “SecWorld-
linux64-user-12.60.7”

- Step 2: Goinside the extracted folder “SecWorld-linux64-user-12.60.07 “ and
you will the folder “linux” inside it. Transfer that folder to your Linux environment

“

- Step 3 : Login to Linux environment and go inside amd64 folder and run
find nfast -type f -name \*.tar -print -exec tar -C / -xf {} \;

- Files are extracted to: /opt/nfast/
2. Run the install script:
- /opt/nfast/sbin/install

- Follow prompts until completed
- Reboot Machine

Note: Refer to Appendix B for Security World Client Software Installation on Protegrity ESA Server.

13
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APPENDIX B

Security World Client Software Installation on Protegrity ESA Server
1. Extract files:

- Change directory to “/”
- Un-tar the required components from CD:

- Step 1 : Extract “SecWorld-linux64-user-12.60.7.1ISO” to folder say “SecWorld-
linux64-user-12.60.7”

- Step 2: Goinside the extracted folder “SecWorld-linux64-user-12.60.7 “ and you
will the folder “linux” inside it. Transfer that folder to your ESA environment

“

- Step 3 : Login to ESA environment and go inside linux\amd64 folder and run
find nfast -type f -name \*.tar -print -exec tar -C / -xf {} \;

- Files are extracted to: /opt/nfast/

- Step 4 : Copy KM-Data Local folder files from RFS Server to ESA Server at
lopt/nfast/kmdata/local and Extract the contents of Security World Files, Module
Files and Card Set files to “/opt/nfast/kmdata/local’ path.

- Step 5 : Set the permission for config file:
chmod 775 /opt/nfast/kmdata/config/config

2. Stop LDAP Server on ESA:

Step 1: Login to ESA CLI through “local_admin” account & “password”

ome to Enterpri Security-Administrator w7.2.0.1683
login: local_admin

14



=5 ENCRYPTION
N\.r CONSULTING

Step 2: Go to Administration

(ci2019 Protegrity Corporation. All Rights Reserved.

(A1)

Step 3: Select Services

er (7.2.0.1683)
== hustname esa.protegrit

rity Corporation. All Rights Reserved.

15
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Step 4. In the Service Management Page

Select LDAP Server > Stop LDAP Server Services.

Service Management

Heh Interface Running
Secured Shell (S5SH) Running
Firewall Running
Realtime Graphs Running
SMHP Serwvice Stopped
Cluster Status Running
fippliance Heartheat Server Running
fippliance Heartheat Client Running
Log Filter Serwer Running
Messaging System Running
Appliance Queues Backend Running

Heh Serwvices Engine
Heh-Services Engine Running
45%

<Refresh:

Service name : LDAF Server

Status I running

Toggle type ! Automatic

Description : Built-in Directory Serwver

Retresh
=top

Pesfart
Change Toggle Type

16
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Note: LDAP server needs to be stopped as it conflicts with nfast user.

3. Install the Security World Client.

- cd /opt/nfast/sbin
- install

4. Query nShield Connect for ESN and HKNETI to verify during enroliment.
- anonkneti -p 9004 <lIp-address of nShield(s)>

5. Enroll ESA as a client to HSM1 and HSM 2 using the command
- ./nethsmenroll -pf <Ip-address of nShield> and repeat the step for second nShield as well

17
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5. To verify nShield connectivity and security world health status, run enquiry and nfkminfo on ESA.

Note: The enquiry mode output of Module #1 and Module #2 should be operational, and the reply flags
should be none before proceeding.

18
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6. In the output of ./nfkminfo the state should be usable in module sections

7. Update Configuration Port.
- vi /opt/nfast/kmdata/config/config
- Search and replace nonprivy_port and priv_port.
- nonpriv_port=8000 ###(default port is 9000)
- priv_port=8001
8. Re-Start the nfast agent using
- Jopt/nfast/sbin/init.d-ncipher restart

19
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Verify that nfast hardserver service should be running.
- Jopt/nfast/bin/enquiry (Refer Step 5 as above)

Verify that the PKCS 11

Verify it by running fine by running “ckcheckinst”

.Jckcheckinst and select the OCS and supply with password.

20
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9. Start the LDAP server
- Login to ESA CLI through “local_admin” account & “password” as stated in step 2 & start
LDAP Server.

Service Management

HWeh Interface Running
Secured Shell (S8H) Running
Firewall Running
Realtime Graphs Running
SHMFP Serwice Stopped
Cluster Status Running
Appliance Heartheat Server Running
fAppliance Heartheat Client Running
Log Filter Serwver Running
Messaging System Running
fppliance Queues Backend Running

SErVE Running

Heh Serwvices Engine

Web-Services Engine Running
45%

<Refresh>

Service name : LDAP Serwer

Status I orunning

Toggle type : Automatic

Descriptiaon : Built-in Directory Serwver

Change Toggle Tupe

21
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APPENDIX C

Switching to external nShield Connect
1. Add “service_admin” user to nCipher group, so that it can use nShield services.
- usermod -aG nfast service_admin

Reboot the ESA Server for the above command to take effect.

2. Login to Administrative OS Console to configure ESA HSM Gateway Service.
a) Create a softlnk in the “/opt/protegrity/hsm/external” dirctory to the pkcs11 library.
sudo -u service_admin In -s /opt/nfast/toolkits/pkcs11/libcknfast.so libcknfast.so
b) Create a dummy configuration file.
sudo -u service_admin touch /opt/protegrity/hsm/external/nfast.cfg
c) Identify the nShield Connect Slot ID using pkcs11-tool
pkcs11-tool --module /opt/protegrity/hsm/external/libcknfast.so --login --list-token-slots

1 ——module fopt/pro

zed, PIN initialized,

LOT_ID INVALID (Ox3)

Depending upon the protection method used for key (ie. odule, OCS or Softcard), The above
command will show all the token label & Slot ID in hex notation. One needs to convert the
respective slot id hex value to decimal value which will be used in subsequent Protegrity HSM

gateway configuration.

22
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The Hex value 0x2d622496 corresponds to decimal value 761406614
d) Configure the external HSM environment variables.

Modify the entries in the “/opt/protegrity/hsm/external/lhsm.env” file , set the respective values as
below.

PTY_PKCS11_LIBRARY=${HSM_DIR}/libcknfast.so
PTY_PKCS11_ENV_KEY=NFAST
PTY_PKCS11_ENV_VALUE=${HSM_DIR}/nfast.cfg
PTY_PKCS11_SLOT= 761406614

Restart Protegrity’ HSM Gateway Services

First the HSM Gateway service need to be restarted to pick up the configuration changes made
earler.

Login to the ESA’s local_admin cli (Refer Appendix-B , Step 2) Administration > Services > HSM
Gateway.

Restart HSM Gateway Services.

SEFVICE name : HSM Gateway

Status orunning

Toggle type : Automatic
Description : HSM Gateway Serwvice

Refresh
510

Change Toggle Type

{Execute>

There shall be no errors in the /opt/protegrity/p11gw/log/p11gwexternal.log file. If there are errors
one can increase the log level by setting PTY_LOG_LEVEL=all in the hsm.env.

Make External HSM active (Switching From SoftHSM to HardHSM)

23
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By default, ESA uses SoftHSM to store the Master Key. To set the nShield Connect as the active
HSM, the pkcs#11 gateway services configured earlier requires the PKCS11 token user PIN to
access protected pkcs#11 API's of nShield Connect. This is created from the ESA Ul.

Login to ESA WEB Ul using Admin privilege.

1. On the ESA Web Ul, navigate to Key Management > HSM > HSM.

protegrity  Dashboard

_ Service Status
@ Dashboard

= Policy Server
Management _ _ o
Enterprise-Security-Administrator
B Key ESA Master Keys
Management
System
' Reports

Logs

-~ Events _
documentation package.

Settings
Welcome to Enterprise-Security-Admir
Here you will find system messages an

24
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protegrity / HSM / HSM

< Soft HSM HS%
Key Management

HSM

HSM Gateway Information

Driver information

Manufacturer nCipher Corp. Ltd

Description nCipher PKCS#11 12.60.7-465-f9af
Version 12.60

General

State Active

Slot 761406614

2. Click Set User Pin.

set User Pin

The pin entered will be used by ESA to connect to the HSM. Note that setting the pin will not affect the
pin of the HSM.

Enter new pin . ‘

3. Enter the new PIN in the dialog and click Save

HSM ‘ Pin was set successfully. B

HSM Gateway Information

Driver information

Manufacturer nCipher Corp. Ltd

Description nCipher PKCS#11 12.60.7-465-19af

Version 1260

General N
State Active

Slot 761406614

G

25
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The ESA Ul has built in functionality to verify the configuration. The test checks for connectivity and
authentication to the HSM. It also validates if the HSM generates random bytes to determine
successful authentication and connection.

1. Click Test.

2. The Test HSM Connection dialog box appears. If the test succeeds green icons shall appear for
the tests performed.

3. Click OK.

4. Once the test is successful, we can now make nShield Connect the active HSM. Protegrity’s
pkcs#11 gateway services generates fresh Master key and re-encrypts all underlying keys like
ERK or DataStore Keys from SoftHSM to HardHSM.

5. Click on Set as Active

Soft HSM  HSM

HSM

HSM Gateway Information

Driver information

nCipher Corp. Ltd

nCipher PKCS#1112.60.7-465-19af

eeeeeeeeee

This will ensure nShield Connect can access the Protegrity Master Key. One can also verify, a new key
being generated under “/opt/nfast/kmdata/local”.

It is utmost importance for client to back up the directory “/opt/nfast/kmdata/local’. Refer relevant section
for key backup and restore.

26
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APPENDIX D
nShield High Availability of Master Key

Once a Master Key is created the key, world and module file must be made accessible to all nShield
HSM'’s so that they may be part of the nShield estate.

To enable HA availability of the Master Key for all nShield’s within the estate it is essential to perform the
following.

Setup RFS :
1. Configure a client with the RFS for key management data exchange.

rfs-setup.exe --gang-client --write-noauth <client_IP_address>

C:\Users\Administrator>rfs-setup --gang-client --write-noauth 192.168.42.241
Adding read-only remote_file system entries

Ensuring the directory C:\ProgramData\nCipher\Key Management Data\local exists
Adding new writable remote_file system entries

Ensuring the directory C:\ProgramData\nCipher\Key Management Data\local\sync-store exists
Saving the new config file and configuring the hardserver
Done

Perform on nShield Security World Clients:
2. Run on each client to exchange key management data with the RFS.

rfs-sync --setup --no-authenticate <rfs IP address>

Key Management Steps on Client
3. Update key changes to the RFS

rfs-sync --commit
4. Pull key data from RFS to local client
rfs-sync --update
NOTE:
If a cooperating client has keys in its kmdata/local directory that are also on the remote file

system, if these keys are deleted from the remote file system and then rfs-sync --update is run
on the client, these keys remain on the client until they are rfs-setup manually removed.

27



