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QUICK DEFINITIONS

What is elIDAS?

eIDAS stands for Electronic Identification and Trust Services (elDAS).

It’s a European regulation released in 2016 desighed to establish consistent standards for electronic
identities, authentication, and signatures within the European Union.

What elDAS does:

* Defines what electronic signatures are, including the different types and what
makes them different

e Establishes a set of technical requirements to implement these signatures

 Explains the role of trust services and requirements for trust service providers (TSPs)

What eIDAS does NOT do:

* |t does not provide guidance on which type of signature should be used for each use case

and document. It’s up to governments, industries, and organizations using those signatures to
determine that.



QUICK DEFINITIONS

What is a Trust Service? A Trust Service Provider (TSP)?

A Qualified Trust Service Provider (QTSP)?

Under elDAS, a trust service is an electronic service normally provided for
remuneration, which may include:

 The creation, verification, and validation of electronic signatures,
electronic seals, electronic timestamps, electronic registered delivery
services, and certificates related to those services

 The creation, verification, and validation of certificates for website
authentication

 The preservation of electronic signatures, seals, or certificates related
to those services

A trust service provider is a natural or a legal person who provides one
or more trust services either as a qualified or non-qualified trust service
provider.

A qualified trust service provider is a trust service provider who provides
one or more qualified trust services and is granted the qualified status by a
supervisory body from an EU country.

Trust services under elDAS
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The EU trust mark gives the assurance that the providers of
electronic trust services and the trust services offered by them are
qualified and comply with the rules set out in the elIDAS Regulation.
It tells users that they can trust a certain service to carry out their
online transactions in a safe, convenient, and secure way.



QUICK DEFINITIONS

What is a Sighature Creation Device?
A Qualified Signhature Creation Device?

A Signature Creation Device (SCD) is hardware designed to host
digital certificates - more specifically their private keys - and generate
digital signatures.

Secure USB tokens and hardware security modules (HSMs) are considered
signature creation devices.

A Qualified Signature Creation Device (QSCD) is an SCD that went
through an elDAS certification process. Only a QSCD combined with a
qualified certificate can generate a qualified signature or seal. A signature
using only an SCD will generate advanced signatures/seals, even if the
certificate itself is qualified.

Secure USB Token
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HSM (in PCle Card Format)

HSM (in Appliance Format)



Signature types under elDAS

Overview

* Also called “simple,” “standard,” or “basic” electronic signature
* No extensive definition

 No technical requirements; simple to implement

Electronic Signature
See page 7

» Clearer definition compared to electronic signatures, while leaving some

w flexibility in technical implementation

* Digital signatures are considered advanced electronic signatures
Advanced Electronic

Signature
See page 8

 An advanced electronic signature with stronger technical requirements
M  Highest level of assurance but the hardest to implement

Qualified Electronic
Signature
See page 9




SIGNATURE TYPES UNDER elDAS

(Simple) Electronic Signature

Definition

An electronic signature is data in electronic
form that is attached to or logically associated
with other data in electronic form and is used
by the signhatory to sign.

* The definition implies that some signature
data must be generated, and that there
should be a way to tie it to the data signed

* No reference or technical requirements are
provided

Requirements

/0

Electronic Record

Examples

Jowne Doe

-

The elDAS definition of an electronic signature
Is very broad. Some common forms of
electronic signatures include:

* A sighature drawn with a finger or a mouse

A box checked or a button clicked on a
web form

* A scanned picture of a document with a
“wet” sighature



SIGNATURE TYPES UNDER elDAS

Advanced Electronic Signature

Definition

An advanced electronic signature must meet the following requirements:
 Uniquely linked to the signatory
e Capable of identifying the signatory

* Created using electronic signature creation data that the signatory can,
with a high level of confidence, use under his sole control

* Linked to the data signed therewith in such a way that any subsequent
change in the data is detectable

Requirements

E ' " ’ i‘
Electronic |dentity Verification (Optional)
Record & Authentication Digital Certificate

Example
ﬂ? . E a \ Lo Signature Properties
% Signed and all signatures are valid. Signature is VALID, signed by Charlotte Pomimier
&b «Charlotte.Pommier@entrusl.coms,

Signing Time: 2022/07/28 11:47:40 +02'00°

Source of Trust obtained from Adobe Approved Trust List (AATL).

A typical example of an advanced electronic signature is a digital
signature, which is a signature generated using a digital certificate issued
by a trusted certification authority, like Entrust.

ﬁ-{%’jaa 1 7Y 100% v

@ Certified by Entrust <info@entrust.com>, Entrust,
certificate issued by Entrust Class 3 Client CA - SHA256.

An advanced signature can also be obtained if there is sufficient proof
of the signatory’s identity (for example with an elD). In this case, all the
following criteria must be met:

* Their identity has been strongly authenticated
 The signature data is securely recorded

o A digital seal or certification is applied to the signed document to
make it tamper-evident



SIGNATURE TYPES UNDER elDAS

Qualified Electronic Signature

Definition Example
A qualified electronic signature is an advanced electronic signature that’s e & 8 Q @ _—
created by a qualified electronic signature creation device, and based on a

&3 Signed and all signatures are valid.
qualified certificate for electronic signatures.

A qualified electronic signature is, by definition, a digital signature, since it
Signature is VALID, signed by Charlotte, Laureline, Jennifer POMMIER.

reQUireS a dlgltal Certiﬁcate' é‘b Signing Time: 2023/05/31 15:57:14 +02°00°

Source of Trust obtained from European Union Trusted Lists (EUTL).

Req ul rements E This is a Qualified Electronic Signature according to EU Regulation 210/2014
o’ + + + | |
Software like Adobe Acrobat Reader will
display the EU trust mark in the properties of
Electronic Regulated Identity Qualified Digital Qualified Signature a qualified signature.
Record Verification and Certificate Creation Device

Authentication |

Process managed by a qualified trust service provider (QTSP).




Digital Certificate types under elDAS

Overview

Used for Signatures
(Natural Person)

Used for Seals
(Legal Entity)

Non-Qualified

Certificate for
Electronic Signature

Q

Can generate advanced
electronic signatures
See page 11

Certificate for Electronic Seal

QL

Can generate advanced
electronic seals
See page 12

Qualified

Qualified Certificate for
Electronic Signature

Q

Can generate advanced and qualified
electronic signatures
See page 13

Qualified Certificate for
Electronic Seal

Q

Can generate advanced and qualified
electronic seals
See page 14




DIGITAL CERTIFICATE TYPES UNDER eIDAS

Certificate for Electronic Signhature

Definition Example

A certificate for electronic signature is an electronic attestation that links Certificate Viewer X

electronic signature validation data to a natural person and confirms at This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

least the name or the pseudonym of that person.

|| Show all certification paths found

Certificates for electronic signatures are: e e o A ey (s R PO
. . ] Charlotte Pammier <Charlotic A Charlotte Parmimier
» Used for generating advanced electronic signatures o
» Also called digital certificates, standard certificates, document Issued by:  Entrust Class 3 Client CA - SHA256

See wanw entrustnetNegal-terms, {g) 2015 Entrust, Ing,

signing certificates, or advanced certificates

Valid fram:  2002/05M17 174042 + 0200

* |ssued by public certification authorities (CA) and trust service Valid to:  2023/05/17 17:40:42 +02'00
o roviders (TS P) Intended usage: | Digital Signature. Non-Repudiation,

2.16.840.1.11402 7 40011, Document Signing

Requirements
* An identity verification must be performed by the CA or TSP prior In Adobe Acrobat Reader’s certificate viewer, the certificate
to issuance contains the details of the person, and if required, the name

 eIDAS doesn’t provide technical frameworks for this type of certificate; of the organization they work for.

most CAs and TSPs align with WebTrust and AATL (Adobe Approved

Trust List) requirements Can Entrust provide these?
Yes! Learn more about Entrust Certificates for Electronic Signatures

1


https://www.entrust.com/digital-security/certificate-solutions/products/digital-signing/document-signing-certificates

DIGITAL CERTIFICATE TYPES UNDER eIDAS

Certificate for Electronic Seal

Definition Example
A certificate for electronic seal is an electronic attestation that links AT -

electronic seal validation data to a legal person (entity) and confirms the

This dialog allows you to view the details of a certificate and its entire issuance chain. The details

name of that person (entity). correspond to the selected entry.

[ ] Show all certification paths found

Certificates for electronic signatures are: b b :f:ﬂlz:t:_ Sumimary Details Revocation Trust  Policies Legal Notice
. . Entrust <infoi@entrust.com: nbiust <info@entrust com:
« Used for generating advanced electronic seals U Bl
Entrust
* Also called digital seal certificates, sealing certificates, document lssued by:  Entrust Class 3 Client CA - SHA2S6
signing certificate enterprises, or advanced sealing certificates S wiw.sntrustriet/lagal-tenns. () 2015 Entrust, inc
] o ] o ] Vahd fram:  2027/03,/09 18:28:00 +02'00'
* Issued by public certification authorities (CA) and trust service i SRR G
pI’OVIdeI’S (TS P) Intended usage:  |Digital Signature, Mon-Repudiation,

12.16.840.1.114027.40.11, Document Signing

Requirements
* A verification of the legal entity’s existence, good standing, and location In Adobe Acrobat Reader’s certificate viewer the certificate
must be performed by the CA or TSP prior to issuance contains the details of the organization and its email address.

* e|DAS doesn’t provide technical frameworks for this type of certificate;
most CAs and TSPs align with WelbTrust and AATL (Adobe Approved Can Entrust provide these?

Trust List) requirements Yes! Learn More about Entrust Certificates for Electronic Seals


https://www.entrust.com/digital-security/certificate-solutions/products/digital-signing/document-signing-certificates

DIGITAL CERTIFICATE TYPES UNDER eIDAS

Qualified Certificate for Electronic Signature

Definition

A qualified certificate for electronic signature is a certificate for an
electronic signature that is issued by a qualified trust service provider
(QTSP) and meets these requirements from Annex | of the elIDAS
Regulation.

Qualified certificates for electronic signatures are:

» Used for generating advanced electronic signatures, or qualified
electronic signatures when stored in a qualified signature creation
device (QSCD)

» Also called qualified signature certificates, QSigCs, or Qsig certificates

e [ssued by a QTSP

Requirements
 An identity verification must be performed by the QTSP prior to issuance

* In order to generate a qualified signature, the certificate must be hosted
in @ QSCD; otherwise it will be only an advanced signature

* e|DAS provides a strong technical framework for the verification of the
certificate holder’s identity and for the issuance of the certificate

Example

Certificate Viewear =

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

|| Show all certification paths found

itrust Certification Authority - | Summary Details Revocation Trust  Polices  Legal Notice
Charlotte, Laureline, Jennifer P

Chadatte, Laureling, lennifer POMBIER

)

Entrust

lzzupd bay:  Entrust Cerification Auwtharity - ES CSig2
Entrust EU, 5L
Valid frome  2022/71/29 15:07:37 +02'00'

Walid to: 202511729 15:01:37 «02'00°

Intended usage: |Digi|al Signature, Non-Rapudiation, Client
turthentication, Document Signing, Acrobat
thentic Documents

B This certificate is Qualified according to EU Regulation
S1072014 Annex |

The private key related to this certificate resides in a

Clualifed Signature Creation Device (CSCD)

In Adobe Acrobat Reader’s certificate viewer, the certificate
contains the details of the person, and if required, the name
of the organization they work for.

Can Entrust provide these?
Yes, through our Remote Signing Service, we offer qualified certificates for
employees’ qualified signatures (first name, last name, organization details,
organization email address)

Learn more about Entrust Remote Signhing Service
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https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32014R0910#d1e32-111-1
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32014R0910#d1e32-111-1
https://www.entrust.com/digital-security/certificate-solutions/products/digital-signing/digital-signing-as-a-service/remote-signing-service

DIGITAL CERTIFICATE TYPES UNDER eIDAS

Qualified Certificate for Electronic Seal

Definition Example
Certificate Viewer oo

A qualified certificate for electronic seal is a certificate for an electronic

This dialog allows you to view the details of a certificate and its entire issuance chain. The details

seal that is issued by a qualified trust service provider (QTSP) and meets coreion T tha alectid ante
these requirements from Annex Il of the elIDAS Regulation. [ ] Show all certification paths found

\Entrust Certification Authority  Summary Details Revocation Trust  Polices Legal Notice
ENTRLIST EUS.L

Qualified certificates for electronic seals are:

1 EMTRLIST EL S0
)

» Used for generating advanced electronic seals, and for generating TEST CERTIFICATE
lssued by Entrust Certification Authority - ES O5eal2

qualified electronic seals when stored in a qualified signature
creation device (QSCD)

Entrust EL), S0

Valid from;  2022/12/05 21:14:20 «02°00°

» Also called qualified seal certificates, QSealCs, or QSeal certificates NAlFLIRG:: STeARIRAR G-I 1000
intended usage:  |Non-Repudiation, Document Signing, Acrobat
* Issued by a QTSP ffbaige iocimdas
E This certificate is Qualified according to EU Ragulation
- 102074 Anney I
Requirements

» A verification of the legal entity’s existence, good standing, and

location must be performed by the QTSP prior to issuance o _ o _
In Adobe Acrobat Reader’s certificate viewer, the certificate contains the

* |n order to generate qualified seals, the certificate must be hosted details of the organization and its email address.
in @ QSCD; otherwise it will be only an advanced seal

Can Entrust provide these?
Yes, through our Signing Automation Service we provide advanced seals
(not hosted in a QSCD).

* e|DAS provides a strong technical framework for the verification of
the legal entity and for the issuance of the certificate

Learn more about Entrust Signing Automation Service
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https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32014R0910#d1e32-113-1
https://www.entrust.com/digital-security/certificate-solutions/products/digital-signing/digital-signing-as-a-service/signing-automation-service

Frequently Asked Questions

What’s the difference between an electronic signature

and a digital signature?

Electronic Signature Digital Signature
Bt ® B Q R @O @ e R e & B % r ® 8 Q R ®O® - B T 4 B &
B, Signad and 3 sgnatures are vl
& .
© . @
ENTRUST &
SECLRING & WORLD I MOTIOMN .ﬂ: ENTH U ST
SECURING A WOHRLD 1M MOTIOMN
Loeesm ipsum dolor wit amet, consectetur adiplscing elt. Praesent feugiat pefentecque srat, tempus vehicula risus
pharetra id. Nune malestie tincdunt Tigula, ut porttitor nulla malesuadas non. Duls eget pellentesque masss,
facilisis vulputate metus. Nullsm siscipit neque st velit varus, et ultrickes ipsumn Interdum. Nune moletie tincidunt Lorem iptum dialor 451 dmet, comiectetur sdiphicing elit. Prassent Teugial pelentewgue eral, tempus vehicula risuas
Rgla, t porttitor nulle makesiasds Fon. ipharetra id. Bunc molestie tincidunt ligula, vt porttitor nulla malesuada non. Duls eget pellentesque maessa,
facilisls vulputate metus. Nulsm suscipit negue at velit varius, of ultricies. ipsum inberdisme Nunc molestie tinckdunt
j . ; ﬁ{’ Fgula, unt poatitee mulls maledusda nan
% Digitally signed
Q}% by John Doe
Date: 2020.10.02
16:16:54 +02°00°
An electronic signature is a broad term used to represent A digital signature is a specific type of electronic signature
a consent or approval in electronic format. It can be a using a digital certificate to generate a cryptographic
mouse-drawn mark, a finger-drawn mark on a tablet, a bond between the document and the signatory. It adds an
box to check, a button to click, a scanned picture of a wet extra layer of security and identity to provide a higher level
signature, etc. of assurance than a simple electronic signature.

Similarly, a seal can be referred to as an electronic seal (broad term) or a digital seal (when generated using a digital certificate).

15



Frequently Asked Questions

What’s the difference between a signature and a seal?

Technically speaking, a digital signature and a digital seal are generated exactly the same way. However, these terms have specific

meanings under elDAS and other regulations.

« An electronic/digital signature represents an individual (natural person) and usually serves as a proof of approval

(e.g., gives consent to the terms included in a document)

« An electronic/digital seal represents an organization (legal entity) and usually serves as proof of ownership/authenticity

(e.g., certify the content of a document)

Electronic Signature

w e 8 q v e MO s g TP L B &
Bp, Sgned and an sgnatuees are vabd
o .
[

: @©
23 ENTRUST

SECURING & WORLD N MOTHON

Lorem iptum dialor 451 gmet, coniectetur sdiphicing elit. Prassent Teugial pelentevgue erat, tempus vehicula risus
b pharetra id. Nunc molestie tincidunt ligula, vt porttitor rulla malesuada non. Duls eget pellentesque massa,
facilisls vulputate metus. Nullsm suscipit negue at velit varius, ¢ ultricees. ipsum inbendism Nunc molestie tinckdunt

Fgula, nt portiter mulls malesusda non

Digitally signed
&% by lohn Doe
Date: 2020.10.02

16:16:54 +02°00°

An electronic signature is “signed” by a person.

Electronic Seal

Wwe s g i k@™ O @ e e P a B L
% Signed and ad signatunes ane vakd. Signature Paned
SECURING A WORLD 1M MOTION
* Lowem ipsum dolor 4t samel, cordactetur adipnicing el Praedent feugial pellentetgues erat, temipus vebicols ridus

phanetra k. Nunc modestie tincdunt ligula, ut porttitor nulla malesuada none Duis eget pellentesgue massa,
facilisis vulputate metus, Nullam suscipet negue at velit varius, of ultricies ipsum interdum. Nund maobestie tincrdunt

ligula, ut porttitcr nulla malesuada non.

Digitally signed
@ by Entrust Inc.
Date; 2020.10.02
ENTRUST 16:11:02 +02'00°

An electronic seal is “signed” by an organization.

16



Frequently Asked Questions

How do | know which signature type | need?

The suitability, enforceability, or admissibility of electronic signatures will likely depend on many factors, such as:
 The country or state where you operate
 The country or state where the electronic document will be distributed

* The type of electronic document involved

Appropriate legal counsel should be consulted to analyze any potential legal implications and questions related to the use of electronic
documents and the use of suitable and/or required solutions to authenticate an electronic signature for their use case.

@

Requirements can be influenced by:

Lil

Country/State Law Cross-Border Regulation Industry Requirement Best Practices
e.g., US e-Sign Act e.d., EU elDAS e.g., KYC, Anti-Money e.g., Due Diligence
Laundering

17



About Entrust

Our mission

To create and deliver security solutions designed to protect identities, payments, and data for
enterprises, citizens, and consumers.
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Our digital signhing solutions
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Entrust is a long-standing expert in PKI infrastructures, a public certification authority, and a qualified
trust service provider. Our portfolio includes:
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Document Signhing Digital Signing Cloud-Based Signing Infrastructure Public Timestamping
Certificates as a Service Electronic Signing Deployments Service

We go through stringent audits and accreditations (including WebTrust, and ETSI for elDAS) to ensure
that our digital signing solutions are trusted by software and operating systems across the world.

Digital signatures created using an Entrust-issued digital certificate will be automatically recognized
and trusted by major PDF software like Microsoft Office, LibreOffice, Bluebeam software, Adobe
Acrobat, and others.

Our signhing engines are aligned with elDAS, and our HSMs are Common Criteria-certified for remote
sighing deployments.
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ABOUT ENTRUST CORPORATION

For more information

+44 (0) 118 953 3000 _ |
888.690.2424 governments, the people they serve, and the data and transactions entrusted to them. With our

+1 952 933 1223 experts serving customers in more than 150 countries and a network of global partners, it’s no
info@entrust.com wonder the world’s most trusted organizations trust us.

entrust.com

Learn more at

entrust.com CEHMO

Entrust and the hexagon logo are trademarks, registered trademarks, and/or service marks of

Entrust Corporation in the U.S. and/or other countries. All other brand or product names are the property of their
respective owners. Because we are continuously improving our products and services, Entrust Corporation reserves the
right to change specifications without prior notice. Entrust is an equal opportunity employer.

©2023 Entrust Corporation. All rights reserved. SL24Ql-eidas-digital-signing-guide-eb

Entrust keeps the world moving safely by enabling strong identities, secure payments, and protected
data. We offer an unmatched breadth of solutions that are critical to the future of secure enterprises,

@ ENTRUST

Global Headqguarters

1187 Park Place, Minneapolis, MN 55379
U.S. Toll-Free Phone: 888 690 2424
International Phone: +1 952 933 1223
info@entrust.com entrust.com/contact
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http://entrust.com
https://www.facebook.com/DiscoverEntrust
https://www.linkedin.com/company/entrust/
https://twitter.com/Entrust_Corp
https://www.youtube.com/c/EntrustVideo
https://www.entrust.com/
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https://www.entrust.com/contact
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